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MRXQW MaQVILHOd UQLILHd UQLRQ ScKRRO DLVWULcW(MMUUSD) 
 

and  
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OcWRbeU 11, 2020 
 

 



 
 
ThiV VeUmRnW SWXdenW DaWa PUiYac\ AgUeemenW ("DPA") iV enWeUed inWR b\ and beWZeen Whe [InVeUW 
Name] (heUeinafWeU UefeUUed WR aV ³LEA´) and [Name Rf CRmSan\] (heUeinafWeU UefeUUed WR aV 
³PURYideU´) Rn [InVeUW DaWe]. The PaUWieV agUee WR Whe WeUmV aV VWaWed heUein. 
 
 

RECITALS 
 

WHEREAS, Whe PURYideU haV agUeed WR SURYide Whe LRcal EdXcaWiRn Agenc\ (³LEA´) ZiWh ceUWain 
digiWal edXcaWiRnal VeUYiceV (³SeUYiceV´) SXUVXanW WR a cRnWUacW daWed [InVeUW DaWe] (³SeUYice 
AgUeemenW´); and 
 
WHEREAS, in RUdeU WR SURYide Whe SeUYiceV deVcUibed in Whe SeUYice AgUeemenW, Whe PURYideU ma\ 
UeceiYe RU cUeaWe and Whe LEA ma\ SURYide dRcXmenWV RU daWa WhaW aUe cRYeUed b\ VeYeUal fedeUal 
VWaWXWeV, amRng Whem, Whe Famil\ EdXcaWiRnal RighWV and PUiYac\ AcW (³FERPA´) aW 20 U.S.C. 1232g 
(34 CFR PaUW 99), ChildUen¶V Online PUiYac\ PURWecWiRn AcW (³COPPA´), 15 U.S.C. 6501-6506; and Whe 
PURWecWiRn Rf PXSil RighWV AmendmenW (³PPRA´) 20 U.S.C. 1232h; and 
 
 
 
WHEREAS , WhiV AgUeemenW cRmSlieV ZiWh VeUmRnW laZV and FedeUal LaZ. 
 
WHEREAS , fRU Whe SXUSRVeV Rf WhiV DPA, PURYideU iV a VchRRl Rfficial ZiWh legiWimaWe edXcaWiRnal               
inWeUeVWV in acceVVing edXcaWiRnal UecRUdV SXUVXanW WR Whe SeUYice AgUeemenW; and  
 
WHEREAS , Whe PaUWieV ZiVh WR enWeU inWR WhiV DPA WR enVXUe WhaW Whe SeUYice AgUeemenW cRnfRUmV WR 
Whe UeTXiUemenWV Rf Whe SUiYac\ laZV UefeUUed WR abRYe and WR eVWabliVh imSlemenWing SURcedXUeV and 
dXWieV; and 
 
WHEREAS , Whe PURYideU ma\, b\ Vigning Whe ³GeneUal OffeU Rf PUiYac\ TeUmV´ (E[hibiW ³E´), agUee WR 
allRZ RWheU LEAV Whe RSSRUWXniW\ WR acceSW and enjR\ Whe benefiWV Rf WhiV DPA fRU Whe SeUYiceV 
deVcUibed heUein, ZiWhRXW Whe need WR negRWiaWe WeUmV in a VeSaUaWe DPA. 
 
NOW THEREFORE, fRU gRRd and YalXable cRnVideUaWiRn, Whe SaUWieV agUee aV fRllRZV:  
 

 
ARTICLE I: PURPOSE AND SCOPE 

 
1. Purpose of DPA . The SXUSRVe Rf WhiV DPA iV WR deVcUibe Whe dXWieV and UeVSRnVibiliWieV WR 

SURWecW VWXdenW daWa WUanVmiWWed WR PURYideU fURm Whe LEA SXUVXanW WR Whe SeUYice AgUeemenW, 
inclXding cRmSliance ZiWh all aSSlicable VWaWXWeV, inclXding Whe FERPA, PPRA, COPPA, and 
RWheU aSSlicable VeUmRnW SWaWe laZV, all aV ma\ be amended fURm Wime WR Wime. In SeUfRUming 
WheVe VeUYiceV, Whe PURYideU Vhall be cRnVideUed a SchRRl Official ZiWh a legiWimaWe edXcaWiRnal 
inWeUeVW, and SeUfRUming VeUYiceV RWheUZiVe SURYided b\ Whe LEA. WiWh UeVSecW WR Whe XVe and 
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mainWenance Rf SWXdenW DaWa, PURYideU Vhall be XndeU Whe diUecW cRnWURl and VXSeUYiViRn Rf Whe 
LEA.  
 

2. Nature of Services Provided . The PURYideU haV agUeed WR SURYide Whe fRllRZing digiWal 
edXcaWiRnal SURdXcWV and VeUYiceV deVcUibed belRZ and aV ma\ be fXUWheU RXWlined in E[hibiW ³A´ 
heUeWR: 

 
Online CRmSXWeU SRfWZaUe 

 
3. Student Data to Be Provided . The PaUWieV Vhall indicaWe Whe caWegRUieV Rf VWXdenW daWa WR be 

SURYided in Whe SchedXle Rf DaWa, aWWached heUeWR aV E[hibiW ³B´ 
 

 
4. DPA Definitions . The definiWiRn Rf WeUmV XVed in WhiV DPA iV fRXnd in E[hibiW ³C´ . In Whe eYenW 

Rf a cRnflicW, definiWiRnV XVed in WhiV DPA Vhall SUeYail RYeU WeUm XVed in Whe SeUYice AgUeemenW. 
 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 
 

1. Student Data Propert\ of LEA . All SWXdenW DaWa WUanVmiWWed WR Whe PURYideU SXUVXanW WR Whe 
SeUYice AgUeemenW iV and Zill cRnWinXe WR be  Whe SURSeUW\ Rf and XndeU Whe cRnWURl Rf Whe LEA. 
The PURYideU fXUWheU acknRZledgeV and agUeeV WhaW all cRSieV Rf VXch SWXdenW DaWa WUanVmiWWed WR 
Whe PURYideU, inclXding an\ mRdificaWiRnV RU addiWiRnV RU an\ SRUWiRn WheUeRf fURm an\ VRXUce, 
aUe VXbjecW WR Whe SURYiViRnV Rf WhiV AgUeemenW in Whe Vame manneU aV Whe RUiginal SWXdenW DaWa. 
The PaUWieV agUee WhaW aV beWZeen  Whem, all UighWV, inclXding all inWellecWXal SURSeUW\ UighWV in and 
WR SWXdenW DaWa cRnWemSlaWed SeU Whe SeUYice AgUeemenW Vhall Uemain Whe e[clXViYe SURSeUW\ Rf 
Whe  LEA. FRU Whe SXUSRVeV Rf FERPA, Whe PURYideU Vhall be cRnVideUed a SchRRl Official, XndeU 
Whe cRnWURl and diUecWiRn Rf Whe LEAV aV iW SeUWainV WR Whe XVe Rf SWXdenW DaWa nRWZiWhVWanding 
Whe abRYe. PURYideU ma\ WUanVfeU SXSil-geneUaWed cRnWenW WR a VeSaUaWe accRXnW, accRUding WR Whe 
SURcedXUeV VeW fRUWh belRZ. 

 
2. Parent Access . LEA Vhall eVWabliVh UeaVRnable SURcedXUeV b\ Zhich a SaUenW, legal gXaUdian, RU 

eligible VWXdenW ma\ UeYieZ SWXdenW DaWa in Whe SXSil¶V UecRUdV, cRUUecW eUURneRXV infRUmaWiRn, 
and SURcedXUeV fRU Whe WUanVfeU Rf SXSil-geneUaWed  cRnWenW WR a SeUVRnal accRXnW, cRnViVWenW ZiWh 
Whe fXncWiRnaliW\ Rf VeUYiceV. PURYideU Vhall UeVSRnd in a Wimel\ manneU (and nR laWeU Whan 45 
da\V fURm Whe daWe Rf Whe UeTXeVW) WR Whe LEA¶V UeTXeVW fRU SWXdenW DaWa in a SXSil¶V UecRUdV held 
b\ Whe PURYideU WR YieZ RU cRUUecW aV neceVVaU\. In Whe eYenW WhaW a SaUenW Rf a SXSil RU RWheU 
indiYidXal cRnWacWV Whe PURYideU WR UeYieZ an\ Rf Whe SWXdenW DaWa acceVVed SXUVXanW WR Whe 
SeUYiceV, Whe PURYideU Vhall UefeU Whe SaUenW RU indiYidXal WR Whe LEA, ZhR Zill fRllRZ Whe 
neceVVaU\ and SURSeU SURcedXUeV UegaUding Whe UeTXeVWed infRUmaWiRn. 

 
3. Separate Account. If SXSil geneUaWed cRnWenW iV VWRUed RU mainWained b\ Whe PURYideU aV SaUW Rf                

Whe SeUYiceV deVcUibed in E[hibiW ³A´, PURYideU Vhall, aW Whe UeTXeVW Rf Whe LEA, WUanVfeU Vaid                
SXSil geneUaWed cRnWenW WR a VeSaUaWe VWXdenW accRXnW XSRn WeUminaWiRn Rf Whe SeUYice             
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AgUeemenW; SURYided, hRZeYeU, VXch WUanVfeU Vhall Rnl\ aSSl\ WR SXSil geneUaWed cRnWenW WhaW iV              
VeYeUable fURm Whe SeUYice. 

 
 
4. Third Part\ Request. ShRXld a ThiUd PaUW\, inclXding laZ enfRUcemenW and gRYeUnmenW            

enWiWieV, cRnWacW PURYideU ZiWh a UeTXeVW fRU daWa held b\ Whe PURYideU SXUVXanW WR Whe SeUYiceV,                
Whe PURYideU Vhall UediUecW Whe ThiUd PaUW\ WR UeTXeVW Whe daWa diUecWl\ fURm Whe LEA. PURYideU                
Vhall nRWif\ Whe LEA in adYance Rf a cRmSelled diVclRVXUe WR a ThiUd PaUW\.  

 
5. Subprocessors . PURYideU Vhall enWeU inWR ZUiWWen agUeemenWV ZiWh all SXbSURceVVRUV SeUfRUming           

fXncWiRnV SXUVXanW WR Whe SeUYice AgUeemenW, ZheUeb\ Whe SXbSURceVVRUV agUee WR SURWecW            
SWXdenW DaWa in manneU cRnViVWenW ZiWh Whe WeUmV Rf WhiV DPA. 

 
ARTICLE III: DUTIES OF LEA 
 

1. Privac\ Compliance. LEA Vhall SURYide daWa fRU Whe SXUSRVeV Rf Whe SeUYice AgUeemenW in              
cRmSliance ZiWh FERPA, COPPA, PPRA, and all RWheU SUiYac\ VWaWXWeV. 

 
2. Annual Notification of Rights . If Whe LEA haV a SRlic\ Rf diVclRVing edXcaWiRn UecRUdV XndeU               

FERPA (34 CFR � 99.31 (a) (1)), LEA Vhall inclXde a VSecificaWiRn Rf cUiWeUia fRU deWeUmining                
ZhR cRnVWiWXWeV a VchRRl Rfficial and ZhaW cRnVWiWXWeV a legiWimaWe edXcaWiRnal inWeUeVW in iWV              
AnnXal nRWificaWiRn Rf UighWV. 

 
3. Reasonable Precautions . LEA Vhall Wake UeaVRnable SUecaXWiRnV WR VecXUe XVeUnameV,          

SaVVZRUdV, and an\ RWheU meanV Rf gaining acceVV WR Whe VeUYiceV and hRVWed daWa. 
 
4. Unauthori]ed Access Notification . LEA Vhall nRWif\ PURYideU SURmSWl\ Rf an\ knRZn RU            

VXVSecWed XnaXWhRUi]ed acceVV. LEA Zill aVViVW PURYideU in an\ effRUWV b\ PURYideU WR inYeVWigaWe              
and UeVSRnd WR an\ XnaXWhRUi]ed acceVV. 

 
ARTICLE IV: DUTIES OF PROVIDER 
 

1. Privac\ Compliance. The PURYideU Vhall cRmSl\ ZiWh all aSSlicable SWaWe and FedeUal laZV and              
UegXlaWiRnV SeUWaining WR daWa SUiYac\ and VecXUiW\, inclXding FERPA, COPPA, PPRA, and all             
RWheU SUiYac\ VWaWXWeV. 

 
2. Authori]ed Use. The daWa VhaUed SXUVXanW WR Whe SeUYice AgUeemenW, inclXding SeUViVWenW XniTXe             

idenWifieUV, Vhall be XVed fRU nR SXUSRVe RWheU Whan Whe SeUYiceV VWaWed in Whe SeUYice AgUeemenW                 
and/RU RWheUZiVe aXWhRUi]ed XndeU Whe VWaWXWeV UefeUUed WR in VXbVecWiRn (1), abRYe. PURYideU alVR              
acknRZledgeV and agUeeV WhaW iW Vhall nRW make an\ Ue-diVclRVXUe Rf an\ SWXdenW DaWa RU an\                
SRUWiRn WheUeRf, inclXding ZiWhRXW limiWaWiRn, meWa daWa, XVeU cRnWenW RU RWheU nRn-SXblic            
infRUmaWiRn and/RU SeUVRnall\ idenWifiable infRUmaWiRn cRnWained in Whe SWXdenW DaWa, ZiWhRXW Whe            
e[SUeVV ZUiWWen cRnVenW Rf Whe LEA.  
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3. Emplo\ee Obligation . PURYideU Vhall UeTXiUe all emSlR\eeV and agenWV ZhR haYe acceVV WR             
SWXdenW DaWa WR cRmSl\ ZiWh all aSSlicable SURYiViRnV Rf WhiV DPA ZiWh UeVSecW WR Whe daWa VhaUed                 
XndeU Whe SeUYice AgUeemenW.  

 
4. No Disclosure. De-idenWified infRUmaWiRn ma\ be XVed b\ Whe PURYideU fRU Whe SXUSRVeV Rf              

deYelRSmenW, UeVeaUch, and imSURYemenW Rf edXcaWiRnal ViWeV, VeUYiceV, RU aSSlicaWiRnV, aV an\            
RWheU membeU Rf Whe SXblic RU SaUW\ ZRXld be able WR XVe de-idenWified daWa SXUVXanW WR 34 CFR                  
99.31(b). PURYideU agUeeV nRW WR aWWemSW WR Ue-idenWif\ de-idenWified SWXdenW DaWa and nRW WR              
WUanVfeU de-idenWified SWXdenW DaWa WR an\ SaUW\ XnleVV (a) WhaW SaUW\ agUeeV in ZUiWing nRW WR                
aWWemSW Ue-idenWificaWiRn, and (b) SUiRU ZUiWWen nRWice haV been giYen WR LEA ZhR haV SURYided               
SUiRU ZUiWWen cRnVenW fRU VXch WUanVfeU. PURYideU Vhall nRW cRS\, UeSURdXce RU WUanVmiW an\ daWa               
RbWained XndeU Whe SeUYice AgUeemenW and/RU an\ SRUWiRn WheUeRf, e[ceSW aV neceVVaU\ WR fXlfill              
Whe SeUYice AgUeemenW.  

 
5. Disposition of Data. USRn ZUiWWen UeTXeVW and in accRUdance ZiWh Whe aSSlicable WeUmV in               

VXbVecWiRn a RU b, belRZ, PURYideU Vhall diVSRVe RU deleWe all SWXdenW DaWa RbWained XndeU Whe                
SeUYice AgUeemenW Zhen iW iV nR lRngeU needed fRU Whe SXUSRVe fRU Zhich iW ZaV RbWained.                
DiVSRViWiRn Vhall inclXde (1) Whe VhUedding Rf an\ haUd cRSieV Rf an\ SWXdenW DaWa; (2) EUaVing;                
RU (3) OWheUZiVe mRdif\ing Whe SeUVRnal infRUmaWiRn in WhRVe UecRUdV WR make iW XnUeadable RU               
indeciSheUable b\ hXman RU digiWal meanV. NRWhing in Whe SeUYice AgUeemenW aXWhRUi]eV            
PURYideU WR mainWain SWXdenW DaWa RbWained XndeU Whe SeUYice AgUeemenW be\Rnd Whe Wime SeUiRd              
UeaVRnabl\ needed WR cRmSleWe Whe diVSRViWiRn. PURYideU Vhall SURYide ZUiWWen nRWificaWiRn WR            
LEA Zhen Whe SWXdenW DaWa haV been diVSRVed. The dXW\ WR diVSRVe Rf SWXdenW DaWa Vhall nRW                 
e[Wend WR daWa WhaW haV been de-idenWified RU Slaced in a VeSaUaWe SWXdenW accRXnW, SXUVXanW WR Whe                 
RWheU WeUmV Rf Whe DPA. The LEA ma\ emSlR\ a ³ReTXeVW fRU ReWXUn RU DeleWiRn Rf SWXdenW                 
DaWa´ fRUm, a cRS\ Rf Zhich iV aWWached heUeWR aV E[hibiW ³D´. USRn UeceiSW Rf a UeTXeVW fURm                  
Whe LEA, Whe PURYideU Zill immediaWel\ SURYide Whe LEA ZiWh an\ VSecified SRUWiRn Rf Whe               
SWXdenW DaWa ZiWhin Wen (10) calendaU da\V Rf UeceiSW Rf Vaid UeTXeVW. 

 
a. Partial Disposal During Term of Service Agreement. ThURXghRXW Whe TeUm Rf Whe             

SeUYice AgUeemenW, LEA ma\ UeTXeVW SaUWial diVSRVal Rf SWXdenW DaWa RbWained XndeU            
Whe SeUYice AgUeemenW WhaW iV nR lRngeU needed. PaUWial diVSRVal Rf daWa Vhall be              
VXbjecW WR LEA¶V UeTXeVW WR WUanVfeU daWa WR a VeSaUaWe accRXnW, SXUVXanW WR AUWicle II,               
VecWiRn 3, abRYe. 

 
b. Complete Disposal Upon Termination of Service Agreement. USRn TeUminaWiRn Rf 

Whe SeUYice AgUeemenW PURYideU Vhall diVSRVe RU deleWe all SWXdenW DaWa RbWained 
XndeU Whe SeUYice AgUeemenW. PUiRU WR diVSRViWiRn Rf Whe daWa, PURYideU Vhall nRWif\ 
LEA in ZUiWing Rf iWV RSWiRn WR WUanVfeU daWa WR a VeSaUaWe accRXnW, SXUVXanW WR AUWicle 
II, VecWiRn 3, abRYe. In nR eYenW Vhall PURYideU diVSRVe Rf daWa SXUVXanW WR WhiV 
SURYiViRn XnleVV and XnWil PURYideU haV UeceiYed affiUmaWiYe ZUiWWen cRnfiUmaWiRn 
fURm LEA WhaW daWa Zill nRW be WUanVfeUUed WR a VeSaUaWe accRXnW. 

 
6. Advertising Prohibition . PURYideU iV SURhibiWed fURm XVing RU Velling SWXdenW DaWa WR (a) maUkeW              

RU adYeUWiVe WR VWXdenWV RU familieV/gXaUdianV; (b) infRUm, inflXence, RU enable maUkeWing,            
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adYeUWiVing, RU RWheU cRmmeUcial effRUWV b\ a PURYideU; (c) deYelRS a SURfile Rf a VWXdenW, famil\                
membeU/gXaUdian RU gURXS, fRU an\ cRmmeUcial SXUSRVe RWheU Whan SURYiding Whe SeUYice WR             
LEA; RU (d) XVe Whe SWXdenW DaWa fRU Whe deYelRSmenW Rf cRmmeUcial SURdXcWV RU VeUYiceV, RWheU                
Whan aV neceVVaU\ WR SURYide Whe SeUYice WR LEA. ThiV VecWiRn dReV nRW SURhibiW PURYideU fURm                
XVing SWXdenW DaWa fRU adaSWiYe leaUning RU cXVWRmi]ed VWXdenW leaUning SXUSRVeV. 

 
ARTICLE V: DATA PROVISIONS 
 

1. Data Securit \. The PURYideU agUeeV WR abide b\ and mainWain adeTXaWe daWa VecXUiW\ meaVXUeV, 
cRnViVWenW ZiWh indXVWU\ VWandaUdV and WechnRlRg\ beVW SUacWiceV, WR SURWecW SWXdenW DaWa fURm 
XnaXWhRUi]ed diVclRVXUe RU acTXiViWiRn b\ an XnaXWhRUi]ed SeUVRn. The geneUal VecXUiW\ dXWieV Rf 
PURYideU aUe VeW fRUWh belRZ. PURYideU ma\ fXUWheU deWail iWV VecXUiW\ SURgUamV and meaVXUeV in 
E[hibiW ³F´ heUeWR. TheVe meaVXUeV Vhall inclXde, bXW aUe nRW limiWed WR: 

 
a. PassZords and Emplo\ee Access. PURYideU Vhall VecXUe XVeUnameV, SaVVZRUdV, and          

an\ RWheU meanV Rf gaining acceVV WR Whe SeUYiceV RU WR SWXdenW DaWa, aW a leYel                
VXggeVWed b\ Whe aSSlicable VWandaUdV, aV VeW fRUWh in AUWicle 4.3 Rf NIST 800-63-3.              
PURYideU Vhall Rnl\ SURYide acceVV WR SWXdenW DaWa WR emSlR\eeV RU cRnWUacWRUV WhaW             
aUe SeUfRUming Whe SeUYiceV. EmSlR\eeV ZiWh acceVV WR SWXdenW DaWa Vhall haYe            
Vigned cRnfidenWialiW\ agUeemenWV UegaUding Vaid SWXdenW DaWa. All emSlR\eeV ZiWh          
acceVV WR SWXdenW RecRUdV Vhall be VXbjecW WR cUiminal backgURXnd checkV in            
cRmSliance ZiWh VWaWe and lRcal RUdinanceV. 

 
b. Destruction of Data. PURYideU Vhall deVWUR\ RU deleWe all SWXdenW DaWa RbWained            

XndeU Whe SeUYice AgUeemenW Zhen iW iV nR lRngeU needed fRU Whe SXUSRVe fRU Zhich               
iW ZaV RbWained RU WUanVfeU Vaid daWa WR LEA RU LEA¶V deVignee, accRUding WR Whe               
SURcedXUe idenWified in AUWicle IV, VecWiRn 5, abRYe. NRWhing in Whe SeUYice            
AgUeemenW aXWhRUi]eV PURYideU WR mainWain SWXdenW DaWa be\Rnd Whe Wime SeUiRd           
UeaVRnabl\ needed WR cRmSleWe Whe diVSRViWiRn.  

 
c. Securit\ Protocols . BRWh SaUWieV agUee WR mainWain VecXUiW\ SURWRcRlV WhaW meeW            

indXVWU\ VWandaUdV in Whe WUanVfeU RU WUanVmiVViRn Rf an\ daWa, inclXding enVXUing WhaW             
daWa ma\ Rnl\ be YieZed RU acceVVed b\ SaUWieV legall\ allRZed WR dR VR. PURYideU               
Vhall mainWain all daWa RbWained RU geneUaWed SXUVXanW WR Whe SeUYice AgUeemenW in a              
VecXUe digiWal enYiURnmenW and nRW cRS\, UeSURdXce, RU WUanVmiW daWa RbWained           
SXUVXanW WR Whe SeUYice AgUeemenW, e[ceSW aV neceVVaU\ WR fXlfill Whe SXUSRVe Rf daWa              
UeTXeVWV b\ LEA. 

 
d. EmSlR\ee TUaining. The PURYideU Vhall SURYide SeUiRdic VecXUiW\ WUaining WR WhRVe Rf            

iWV emSlR\eeV ZhR RSeUaWe RU haYe acceVV WR Whe V\VWem. FXUWheU, PURYideU Vhall             
SURYide LEA ZiWh cRnWacW infRUmaWiRn Rf an emSlR\ee ZhR LEA ma\ cRnWacW if             
WheUe aUe an\ VecXUiW\ cRnceUnV RU TXeVWiRnV.  

 
e. Securit\ Technolog\ . When Whe VeUYice iV acceVVed XVing a VXSSRUWed Zeb bURZVeU,            

PURYideU Vhall emSlR\ indXVWU\ VWandaUd meaVXUeV WR SURWecW daWa fURm XnaXWhRUi]ed           

VeUmRnW SWXdenW DaWa PUiYac\ AgUeemenW V 1.0 6 



acceVV. The VeUYice VecXUiW\ meaVXUeV Vhall inclXde VeUYeU aXWhenWicaWiRn and daWa           
encU\SWiRn. PURYideU Vhall hRVW daWa SXUVXanW WR Whe SeUYice AgUeemenW in an            
enYiURnmenW XVing a fiUeZall WhaW iV XSdaWed accRUding WR indXVWU\ VWandaUdV. 

 
f. Securit\ Coordinator. If diffeUenW fURm Whe deVignaWed UeSUeVenWaWiYe idenWified in          

AUWicle VII, VecWiRn 5, PURYideU Vhall SURYide Whe name and cRnWacW infRUmaWiRn Rf             
PURYideU¶V SecXUiW\ CRRUdinaWRU fRU Whe SWXdenW DaWa UeceiYed SXUVXanW WR Whe           
SeUYice AgUeemenW.  

 
g. Subprocessors Bound. PURYideU Vhall enWeU inWR ZUiWWen agUeemenWV ZheUeb\          

SXbSURceVVRUV agUee WR VecXUe and SURWecW SWXdenW DaWa in a manneU cRnViVWenW ZiWh             
Whe WeUmV Rf WhiV AUWicle V. PURYideU Vhall SeUiRdicall\ cRndXcW RU UeYieZ cRmSliance             
mRniWRUing and aVVeVVmenWV Rf SXbSURceVVRUV WR deWeUmine WheiU cRmSliance ZiWh          
WhiV AUWicle.  

 
h. Periodic Risk Assessment. PURYideU fXUWheU acknRZledgeV and agUeeV WR cRndXcW           

digiWal and Sh\Vical SeUiRdic (nR leVV Whan Vemi-annXal) UiVk aVVeVVmenWV and           
UemediaWe an\ idenWified VecXUiW\ and SUiYac\ YXlneUabiliWieV in a Wimel\ manneU. 

  
2. Data Breach . In Whe eYenW WhaW SWXdenW DaWa iV acceVVed RU RbWained b\ an XnaXWhRUi]ed indiYidXal,                 

PURYideU Vhall SURYide nRWificaWiRn WR LEA ZiWhin a UeaVRnable amRXnW Rf Wime Rf Whe incidenW, and                
nRW e[ceeding fRUW\ eighW (48) hRXUV. PURYideU Vhall fRllRZ Whe fRllRZing SURceVV: 

 
 

a. The VecXUiW\ bUeach nRWificaWiRn Vhall be ZUiWWen in Slain langXage, Vhall be WiWled              
³NRWice Rf DaWa BUeach,´ and Vhall SUeVenW Whe infRUmaWiRn deVcUibed heUein XndeU            
Whe fRllRZing headingV: ³WhaW HaSSened,´ ³WhaW InfRUmaWiRn WaV InYRlYed,´         
³WhaW We AUe DRing,´ ³WhaW YRX Can DR,´ and ³FRU MRUe InfRUmaWiRn.´            
AddiWiRnal infRUmaWiRn ma\ be SURYided aV a VXSSlemenW WR Whe nRWice. 

 
b. The VecXUiW\ bUeach nRWificaWiRn deVcUibed abRYe in VecWiRn 2(a) Vhall inclXde, aW a              

minimXm, Whe fRllRZing infRUmaWiRn:  
 

i. The name and cRnWacW infRUmaWiRn Rf Whe UeSRUWing LEA VXbjecW WR WhiV VecWiRn. 
ii. A liVW Rf Whe W\SeV Rf SeUVRnal infRUmaWiRn WhaW ZeUe RU aUe UeaVRnabl\ belieYed WR               

haYe been Whe VXbjecW Rf a bUeach. 
iii. If Whe infRUmaWiRn iV SRVVible WR deWeUmine aW Whe Wime Whe nRWice iV SURYided, When               

eiWheU (1) Whe daWe Rf Whe bUeach, (2) Whe eVWimaWed daWe Rf Whe bUeach, RU (3) Whe                 
daWe Uange ZiWhin Zhich Whe bUeach RccXUUed. The nRWificaWiRn Vhall alVR inclXde            
Whe daWe Rf Whe nRWice. 

iv. WheWheU Whe nRWificaWiRn ZaV dela\ed aV a UeVXlW Rf a laZ enfRUcemenW            
inYeVWigaWiRn, if WhaW infRUmaWiRn iV SRVVible WR deWeUmine aW Whe Wime Whe nRWice iV              
SURYided. 

v. A geneUal deVcUiSWiRn Rf Whe bUeach incidenW, if WhaW infRUmaWiRn iV SRVVible WR             
deWeUmine aW Whe Wime Whe nRWice iV SURYided. 
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c. AW LEA¶V diVcUeWiRn, Whe VecXUiW\ bUeach nRWificaWiRn ma\ alVR inclXde an\ Rf Whe             

fRllRZing: 
 

i. InfRUmaWiRn abRXW ZhaW Whe agenc\ haV dRne WR SURWecW indiYidXalV ZhRVe           
infRUmaWiRn haV been bUeached. 

ii. AdYice Rn VWeSV WhaW Whe SeUVRn ZhRVe infRUmaWiRn haV been bUeached ma\ Wake WR              
SURWecW himVelf RU heUVelf. 

 
d. PURYideU agUeeV WR adheUe WR all UeTXiUemenWV in aSSlicable SWaWe and in fedeUal laZ              

ZiWh UeVSecW WR a daWa bUeach UelaWed WR Whe SWXdenW DaWa, inclXding, Zhen aSSURSUiaWe              
RU UeTXiUed, Whe UeTXiUed UeVSRnVibiliWieV and SURcedXUeV fRU nRWificaWiRn and          
miWigaWiRn Rf an\ VXch daWa bUeach.  

 
e. PURYideU fXUWheU acknRZledgeV and agUeeV WR haYe a ZUiWWen incidenW UeVSRnVe Slan            

WhaW UeflecWV beVW SUacWiceV and iV cRnViVWenW ZiWh indXVWU\ VWandaUdV and fedeUal and             
VWaWe laZ fRU UeVSRnding WR a daWa bUeach, bUeach Rf VecXUiW\, SUiYac\ incidenW RU              
XnaXWhRUi]ed acTXiViWiRn RU XVe Rf SWXdenW DaWa RU an\ SRUWiRn WheUeRf, inclXding            
SeUVRnall\ idenWifiable infRUmaWiRn and agUeeV WR SURYide LEA, XSRn UeTXeVW, ZiWh a            
cRS\ Rf Vaid ZUiWWen incidenW UeVSRnVe Slan. 

 
f. PURYideU iV SURhibiWed fURm diUecWl\ cRnWacWing SaUenW, legal gXaUdian RU eligible           

SXSil XnleVV e[SUeVVl\ UeTXeVWed b\ LEA. If LEA UeTXeVWV PURYideU¶V aVViVWance           
SURYiding nRWice Rf XnaXWhRUi]ed acceVV, and VXch aVViVWance iV nRW XndXl\           
bXUdenVRme WR PURYideU, PURYideU Vhall nRWif\ Whe affecWed SaUenW, legal gXaUdian RU            
eligible SXSil Rf Whe XnaXWhRUi]ed acceVV, Zhich Vhall inclXde Whe infRUmaWiRn liVWed            
in VXbVecWiRnV (b) and (c), abRYe. If UeTXeVWed b\ LEA, PURYideU Vhall UeimbXUVe             
LEA fRU cRVWV incXUUed WR nRWif\ SaUenWV/familieV Rf a bUeach nRW RUiginaWing fURm             
LEA'V XVe Rf Whe SeUYice.  

 
g. In Whe eYenW Rf a bUeach RUiginaWing fURm LEA¶V XVe Rf Whe SeUYice, PURYideU Vhall               

cRRSeUaWe ZiWh LEA WR Whe e[WenW neceVVaU\ WR e[SediWiRXVl\ VecXUe SWXdenW DaWa.  
 
ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 
 
PURYideU ma\, b\ Vigning Whe aWWached FRUm Rf GeneUal OffeU Rf PUiYac\ TeUmV (GeneUal OffeU, aWWached                
heUeWR aV E[hibiW ³E´), be bRXnd b\ Whe WeUmV Rf WhiV DPA WR an\ RWheU LEA ZhR VignV Whe acceSWance                    
Rn in Vaid E[hibiW. The FRUm iV limiWed b\ Whe WeUmV and cRndiWiRnV deVcUibed WheUein.  
 
ARTICLE VII: MISCELLANEOUS 
 

1. Term . The PURYideU Vhall be bRXnd b\ WhiV DPA fRU Whe dXUaWiRn Rf Whe SeUYice AgUeemenW RU VR                  
lRng aV Whe PURYideU mainWainV an\ SWXdenW DaWa. . 

 
2. Termination . In Whe eYenW WhaW eiWheU SaUW\ VeekV WR WeUminaWe WhiV DPA, Whe\ ma\ dR VR b\                 
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mXWXal ZUiWWen cRnVenW VR lRng aV Whe SeUYice AgUeemenW haV laSVed RU haV been WeUminaWed. LEA                
Vhall haYe Whe UighW WR WeUminaWe Whe DPA and SeUYice AgUeemenW in Whe eYenW Rf a maWeUial                 
bUeach Rf Whe WeUmV Rf WhiV DPA. 

 
3. Effect of Termination Survival. If Whe SeUYice AgUeemenW iV WeUminaWed, Whe PURYideU Vhall             

deVWUR\ all Rf LEA¶V daWa SXUVXanW WR AUWicle V, VecWiRn 1(b), and AUWicle II, VecWiRn 3, abRYe.  
 

4. Priorit\ of Agreements . ThiV DPA Vhall gRYeUn Whe WUeaWmenW Rf VWXdenW daWa in RUdeU WR cRmSl\                
ZiWh SUiYac\ SURWecWiRnV, inclXding WhRVe fRXnd in FERPA and all aSSlicable SUiYac\ VWaWXWeV             
idenWified in WhiV DPA. In Whe eYenW WheUe iV cRnflicW beWZeen Whe DPA and Whe SeUYice                
AgUeemenW, Whe DPA Vhall aSSl\ and Wake SUecedence. E[ceSW aV deVcUibed in WhiV SaUagUaSh              
heUein, all RWheU SURYiViRnV Rf Whe SeUYice AgUeemenW Vhall Uemain in effecW. 

 
5. Notice. All nRWiceV RU RWheU cRmmXnicaWiRn UeTXiUed RU SeUmiWWed WR be giYen heUeXndeU mXVW be               

in ZUiWing and giYen b\ SeUVRnal deliYeU\, RU e-mail WUanVmiVViRn (if cRnWacW infRUmaWiRn iV              
SURYided fRU Whe VSecific mRde Rf deliYeU\), RU fiUVW claVV mail, SRVWage SUeSaid, VenW WR Whe                
deVignaWed UeSUeVenWaWiYeV befRUe: 

 
 
 
 
 
 

a. Designated Representatives 
The deVignaWed UeSUeVenWaWiYe fRU Whe LEA fRU WhiV AgUeemenW iV:  

 
Name: ____Jeff WalliV____ 
TiWle: _____DiUecWRU Rf TechnRlRg\ and NeWZRUk EngineeUing___ 
CRnWacW InfRUmaWiRn:  ___jeff.ZalliV@mmXXVd.RUg  802-434-2803________ 
  
  

FOaW IRU EdXcaWLRQ/ TXWWHR IQc. 
 

 The deVignaWed UeSUeVenWaWiYe fRU Whe PURYideU fRU WhiV AgUeemenW iV: 
 

Name: _______________________ 
TiWle: _______________________ 
CRnWacW InfRUmaWiRn:  _____________________________________________ 
 

b. Notification of Acceptance of General Offer of Terms . USRn e[ecXWiRn Rf E[hibiW E,             
GeneUal OffeU Rf TeUmV, SXbVcUibing LEA Vhall SURYide nRWice Rf VXch acceSWance in             
ZUiWing and giYen b\ SeUVRnal deliYeU\, RU e-mail WUanVmiVViRn (if cRnWacW infRUmaWiRn iV             
SURYided fRU Whe VSecific mRde Rf deliYeU\), RU fiUVW claVV mail, SRVWage SUeSaid, WR Whe               
deVignaWed UeSUeVenWaWiYe belRZ.  
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The deVignaWed UeSUeVenWaWiYe fRU Whe nRWice Rf acceSWance Rf Whe GeneUal OffeU Rf PUiYac\ TeUmV iV:  

 
Name: _______________________ 
TiWle: _______________________ 
CRnWacW InfRUmaWiRn:  _____________________________________________ 

 
 
 

6. Entire Agreement . ThiV DPA cRnVWiWXWeV Whe enWiUe agUeemenW Rf Whe SaUWieV UelaWing WR Whe 
VXbjecW maWWeU heUeRf and VXSeUVedeV all SUiRU cRmmXnicaWiRnV, UeSUeVenWaWiRnV, RU agUeemenWV, 
RUal RU ZUiWWen, b\ Whe SaUWieV UelaWing WheUeWR. ThiV DPA ma\ be amended and Whe RbVeUYance Rf 
an\ SURYiViRn Rf WhiV DPA ma\ be ZaiYed (eiWheU geneUall\ RU in an\ SaUWicXlaU inVWance and 
eiWheU UeWURacWiYel\ RU SURVSecWiYel\) Rnl\ ZiWh Whe Vigned ZUiWWen cRnVenW Rf bRWh SaUWieV. NeiWheU 
failXUe nRU dela\ Rn Whe SaUW Rf an\ SaUW\ in e[eUciVing an\ UighW, SRZeU, RU SUiYilege heUeXndeU 
Vhall RSeUaWe aV a ZaiYeU Rf VXch UighW, nRU Vhall an\ Vingle RU SaUWial e[eUciVe Rf an\ VXch UighW, 
SRZeU, RU SUiYilege SUeclXde an\ fXUWheU e[eUciVe WheUeRf RU Whe e[eUciVe Rf an\ RWheU UighW, 
SRZeU, RU SUiYilege. 
 

7. Severabilit\ . An\ SURYiViRn Rf WhiV DPA WhaW iV SURhibiWed RU XnenfRUceable in an\ jXUiVdicWiRn 
Vhall, aV WR VXch jXUiVdicWiRn, be ineffecWiYe WR Whe e[WenW Rf VXch SURhibiWiRn RU XnenfRUceabiliW\ 
ZiWhRXW inYalidaWing Whe Uemaining SURYiViRnV Rf WhiV DPA, and an\ VXch SURhibiWiRn RU 
XnenfRUceabiliW\ in an\ jXUiVdicWiRn Vhall nRW inYalidaWe RU UendeU XnenfRUceable VXch SURYiViRn in 
an\ RWheU jXUiVdicWiRn. NRWZiWhVWanding Whe fRUegRing, if VXch SURYiViRn cRXld be mRUe naUURZl\ 
dUaZn VR aV nRW WR be SURhibiWed RU XnenfRUceable in VXch jXUiVdicWiRn Zhile, aW Whe Vame Wime, 
mainWaining Whe inWenW Rf Whe SaUWieV, iW Vhall, aV WR VXch jXUiVdicWiRn, be VR naUURZl\ dUaZn 
ZiWhRXW inYalidaWing Whe Uemaining SURYiViRnV Rf WhiV DPA RU affecWing Whe YalidiW\ RU 
enfRUceabiliW\ Rf VXch SURYiViRn in an\ RWheU jXUiVdicWiRn. 
 

8. Governing LaZ; Venue and Jurisdiction . ThiV DPA Zill be gRYeUned b\ and cRnVWUXed in 
accRUdance ZiWh Whe laZV Rf Whe SWaWe Rf VeUmRnW, ZiWhRXW UegaUd WR cRnflicWV Rf laZ SUinciSleV. 
Each SaUW\ cRnVenWV and VXbmiWV WR Whe VRle and e[clXViYe jXUiVdicWiRn Rf VeUmRnW¶V VWaWe and 
fedeUal cRXUWV fRU an\ diVSXWe aUiVing RXW Rf RU UelaWing WR WhiV VeUYice agUeemenW RU Whe 
WUanVacWiRnV cRnWemSlaWed heUeb\.  

 
9. Authorit\. PURYideU UeSUeVenWV WhaW iW iV aXWhRUi]ed WR bind WR Whe WeUmV Rf WhiV AgUeemenW, 

inclXding cRnfidenWialiW\ and deVWUXcWiRn Rf SWXdenW DaWa and an\ SRUWiRn WheUeRf cRnWained 
WheUein, all UelaWed RU aVVRciaWed inVWiWXWiRnV, indiYidXalV, emSlR\eeV RU cRnWUacWRUV ZhR ma\ haYe 
acceVV WR Whe SWXdenW DaWa and/RU an\ SRUWiRn WheUeRf, RU ma\ RZn, leaVe RU cRnWURl eTXiSmenW RU 
faciliWieV Rf an\ kind ZheUe Whe SWXdenW DaWa and SRUWiRn WheUeRf VWRUed, mainWained RU XVed in 
an\ Za\. PURYideU agUeeV WhaW an\ SXUchaVeU Rf Whe PURYideU Vhall alVR be bRXnd WR Whe 
AgUeemenW. 

 
10. Waiver. NR dela\ RU RmiVViRn Rf Whe LEA WR e[eUciVe an\ UighW heUeXndeU Vhall be cRnVWUXed aV a 
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ZaiYeU Rf an\ VXch UighW and Whe LEA UeVeUYeV Whe UighW WR e[eUciVe an\ VXch UighW fURm Wime WR 
Wime, aV RfWen aV ma\ be deemed e[SedienW. 

 
11. Successors Bound . ThiV DPA iV and Vhall be binding XSRn Whe UeVSecWiYe VXcceVVRUV in inWeUeVW               

WR PURYideU in Whe eYenW Rf a meUgeU, acTXiViWiRn, cRnVRlidaWiRn RU RWheU bXVineVV UeRUgani]aWiRn              
RU Vale Rf all RU VXbVWanWiall\ all Rf Whe aVVeWV Rf VXch bXVineVV.  

 
[ Signature Page Follows ] 
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IN WITNESS WHEREOF, Whe SaUWieV haYe e[ecXWed WhiV SWXdenW DaWa PUiYac\ AgUeemenW aV Rf Whe 
laVW da\ nRWed belRZ. 
 
Name Rf PURYideU  FOaW IRU EdXcaWLRQ/ TXWWHR IQc. 
 
BY:__________________________ DaWe:_______________________________ 
 
 
PUinWed Name:_________________ TiWle/PRViWiRn:_______________________ 
 
 
 
 
Name Rf LRcal EdXcaWiRn Agenc\ 
 

 
 
 
 
 
NoWe: ElecWUonic VignaWXUe noW peUmiWWed. 
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EXHIBIT ³A´ 
 

DESCRIPTION OF SERVICES 
 

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN 
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE] 
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EXHIBIT ³B´ 
 

SCHEDULE OF DATA 
 
 

 

Categor\ of 
Data Elements 

Check 
if used 

b\ 
\our 

s\stem 

ASSlicaWiRn 
TechnRlRg\ 
MeWa DaWa 

IP AddUeVVeV Rf 
XVeUV, UVe Rf 
cRRkieV eWc.  

  

OWheU aSSlicaWiRn 
WechnRlRg\ meWa 
daWa-PleaVe VSecif\: 

  

      

ASSlicaWiRn UVe 
SWaWiVWicV 

MeWa daWa Rn XVeU 
inWeUacWiRn ZiWh 
aSSlicaWiRn 

  

      

AVVeVVmenW 

SWandaUdi]ed WeVW 
VcRUeV 

  

ObVeUYaWiRn daWa   
OWheU aVVeVVmenW 
daWa-PleaVe VSecif\:  

  

      

AWWendance 

SWXdenW VchRRl 
(dail\) aWWendance 
daWa 

  

SWXdenW claVV 
aWWendance daWa 

  

      

CRmmXnicaWiRnV 

Online 
cRmmXnicaWiRnV 
WhaW aUe caSWXUed 
(emailV, blRg 
enWUieV) 

  

      

CRndXcW CRndXcW RU 
behaYiRUal daWa 

  

      
DemRgUaShicV DaWe Rf BiUWh   

Place Rf BiUWh   
GendeU   
EWhniciW\ RU Uace   
LangXage 
infRUmaWiRn (naWiYe, 
SUefeUUed RU SUimaU\ 
langXage VSRken b\ 
VWXdenW)  

  

OWheU demRgUaShic 
infRUmaWiRn-PleaVe 
VSecif\: 

  

EnURllmenW 

SWXdenW VchRRl 
enURllmenW  

  

SWXdenW gUade leYel   
HRmeURRm    
GXidance cRXnVelRU   
SSecific cXUUicXlXm 
SURgUamV 

  

YeaU Rf gUadXaWiRn   
OWheU enURllmenW 
infRUmaWiRn-PleaVe 
VSecif\:  

  

      
PaUenW/GXaUdian 

CRnWacW 
InfRUmaWiRn 

AddUeVV   
Email   
PhRne    

      

PaUenW/GXaUdian 
ID 

PaUenW ID nXmbeU 
(cUeaWed WR link 
SaUenWV WR VWXdenWV) 

  

      
PaUenW/GXaUdian 

Name 
 FiUVW and/RU LaVW   

      

SchedXle 
SWXdenW VchedXled 
cRXUVeV 

  

TeacheU nameV   
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SSecial IndicaWRU 

EngliVh langXage 
leaUneU infRUmaWiRn 

  

LRZ incRme VWaWXV   
Medical aleUWV 
/healWh daWa 

  

SWXdenW diVabiliW\ 
infRUmaWiRn 

  

SSeciali]ed 
edXcaWiRn VeUYiceV 
(IEP RU 504) 

  

LiYing ViWXaWiRnV 
(hRmeleVV/fRVWeU 
caUe) 

  

OWheU indicaWRU 
infRUmaWiRn-PleaVe 
VSecif\: 

 

Categor\ of 
Data Elements 

Check 
if used 

b\ 
\our 

s\stem 

SWXdenW CRnWacW 
InfRUmaWiRn 

AddUeVV   
Email   
PhRne    

      

SWXdenW 
IdenWifieUV 

LRcal (SchRRl 
diVWUicW) ID nXmbeU 

  

SWaWe ID nXmbeU   
VendRU/ASS 
aVVigned VWXdenW ID 
nXmbeU 

  

SWXdenW aSS 
XVeUname 

  

SWXdenW aSS 
SaVVZRUdV 

  

      
SWXdenW Name  FiUVW and/RU LaVW   
      

SWXdenW In ASS 
PeUfRUmance 

PURgUam/aSSlicaWiRn 
SeUfRUmance 
(W\Sing 
SURgUam-VWXdenW 
W\SeV 60 ZSm, 
Ueading 

  

SURgUam-VWXdenW 
UeadV belRZ gUade 
leYel) 

      

SWXdenW PURgUam 
MembeUVhiS 

Academic RU 
e[WUacXUUicXlaU 
acWiYiWieV a VWXdenW 
ma\ belRng WR RU 
SaUWiciSaWe in 

  

      

SWXdenW SXUYe\ 
ReVSRnVeV 

SWXdenW UeVSRnVeV 
WR VXUYe\V RU 
TXeVWiRnnaiUeV 

  

      

SWXdenW ZRUk 

SWXdenW geneUaWed 
cRnWenW; ZUiWing, 
SicWXUeV eWc.  

  

OWheU VWXdenW ZRUk 
daWa -PleaVe 
VSecif\: 

  

      

TUanVcUiSW 
  

SWXdenW cRXUVe 
gUadeV 

  

SWXdenW cRXUVe daWa   
SWXdenW cRXUVe 
gUadeV/SeUfRUmance 
VcRUeV 

  

OWheU WUanVcUiSW 
daWa -PleaVe 
VSecif\: 
 

  

TUanVSRUWaWiRn 

SWXdenW bXV 
aVVignmenW 

  

SWXdenW Sick XS 
and/RU dURS Rff 
lRcaWiRn 

  

SWXdenW bXV caUd ID 
nXmbeU 

  

OWheU WUanVSRUWaWiRn 
daWa -PleaVe 
VSecif\: 

  

      

OWheU PleaVe liVW each 
addiWiRnal daWa 
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elemenW XVed, 
VWRUed RU cRllecWed 
b\ \RXU aSSlicaWiRn 

 

 
 
 

NR SWXdenW DaWa CRllecWed aW WhiV Wime _______. 
*PURYideU Vhall immediaWel\ nRWif\ LEA if WhiV 
deVignaWiRn iV nR lRngeU aSSlicable. 
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EXHIBIT ³C´ 
 

DEFINITIONS 
 

 
De-Identifiable Information (DII): De-IdenWificaWiRn UefeUV WR Whe SURceVV b\ Zhich Whe VendRU            
UemRYeV RU RbVcXUeV an\ PeUVRnall\ IdenWifiable InfRUmaWiRn (³PII´) fURm VWXdenW UecRUdV in a Za\ WhaW               
UemRYeV RU minimi]eV Whe UiVk Rf diVclRVXUe Rf Whe idenWiW\ Rf Whe indiYidXal and infRUmaWiRn abRXW Whem. 
 
Educational Records: EdXcaWiRnal RecRUdV aUe Rfficial UecRUdV, fileV and daWa diUecWl\ UelaWed WR a              
VWXdenW and mainWained b\ Whe VchRRl RU lRcal edXcaWiRn agenc\, inclXding bXW nRW limiWed WR, UecRUdV                
encRmSaVVing all Whe maWeUial keSW in Whe VWXdenW¶V cXmXlaWiYe fRldeU, VXch aV geneUal idenWif\ing daWa,               
UecRUdV Rf aWWendance and Rf academic ZRUk cRmSleWed, UecRUdV Rf achieYemenW, and UeVXlWV Rf              
eYalXaWiYe WeVWV, healWh daWa, diVciSlinaU\ VWaWXV, WeVW SURWRcRlV and indiYidXali]ed edXcaWiRn SURgUamV.            
FRU SXUSRVeV Rf WhiV DPA, EdXcaWiRnal RecRUdV aUe UefeUUed WR aV SWXdenW DaWa.  
NIST: DUafW NaWiRnal InVWiWXWe Rf SWandaUdV and TechnRlRg\ (³NIST´) SSecial PXblicaWiRn DigiWal            
AXWhenWicaWiRn GXideline. 
 
Operator: The WeUm ³OSeUaWRU´ meanV Whe RSeUaWRU Rf an InWeUneW WebViWe, Rnline VeUYice, Rnline 
aSSlicaWiRn, RU mRbile aSSlicaWiRn ZiWh acWXal knRZledge WhaW Whe ViWe, VeUYice, RU aSSlicaWiRn iV XVed 
SUimaUil\ fRU K±12 VchRRl SXUSRVeV and ZaV deVigned and maUkeWed fRU K±12 VchRRl SXUSRVeV. FRU Whe 
SXUSRVe Rf Whe SeUYice AgUeemenW, Whe WeUm "OSeUaWRU" iV UeSlaced b\ Whe WeUm "PURYideU." ThiV WeUm 
Vhall encRmSaVV Whe WeUm "ThiUd PaUW\," aV iW iV fRXnd in aSSlicable VWaWe VWaWXeV. 
 
Personall\ Identifiable Information (PII):  The WeUmV ³PeUVRnall\ IdenWifiable InfRUmaWiRn´ RU ³PII´ 
Vhall inclXde, bXW aUe nRW limiWed WR, VWXdenW daWa, meWadaWa, and XVeU RU SXSil-geneUaWed cRnWenW RbWained 
b\ UeaVRn Rf Whe XVe Rf PURYideU¶V VRfWZaUe, ZebViWe, VeUYice, RU aSS, inclXding mRbile aSSV, ZheWheU 
gaWheUed b\ PURYideU RU SURYided b\ LEA RU iWV XVeUV, VWXdenWV, RU VWXdenWV¶ SaUenWV/gXaUdianV. PII 
inclXdeV IndiUecW IdenWifieUV, Zhich iV an\ infRUmaWiRn WhaW, eiWheU alRne RU in aggUegaWe, ZRXld allRZ a 
UeaVRnable SeUVRn WR be able WR idenWif\ a VWXdenW WR a UeaVRnable ceUWainW\. FRU SXUSRVeV Rf WhiV DPA, 
PeUVRnall\ IdenWifiable InfRUmaWiRn Vhall inclXde Whe caWegRUieV Rf infRUmaWiRn liVWed in Whe definiWiRn Rf 
SWXdenW DaWa. 
 
Provider:  FRU SXUSRVeV Rf Whe SeUYice AgUeemenW, Whe WeUm ³PURYideU´ meanV SURYideU Rf digiWal 
edXcaWiRnal VRfWZaUe RU VeUYiceV, inclXding clRXd-baVed VeUYiceV, fRU Whe digiWal VWRUage, managemenW, 
and UeWUieYal Rf SXSil UecRUdV. WiWhin Whe DPA Whe WeUm "PURYideU" inclXdeV Whe WeUm ³ThiUd PaUW\´ and 
Whe WeUm ³OSeUaWRU´ aV XVed in aSSlicable VWaWe VWaWXWeV. 
 
Pupil Generated Content:  The WeUm ³SXSil-geneUaWed cRnWenW´ meanV maWeUialV RU cRnWenW cUeaWed b\ a 
SXSil dXUing and fRU Whe SXUSRVe Rf edXcaWiRn inclXding, bXW nRW limiWed WR, eVVa\V, UeVeaUch UeSRUWV, 
SRUWfRliRV, cUeaWiYe ZUiWing, mXVic RU RWheU aXdiR fileV, ShRWRgUaShV, YideRV, and accRXnW infRUmaWiRn WhaW 
enableV RngRing RZneUVhiS Rf SXSil cRnWenW. 
 
Pupil Records:  MeanV bRWh Rf Whe fRllRZing: (1) An\ infRUmaWiRn WhaW diUecWl\ UelaWeV WR a SXSil WhaW iV 
mainWained b\ LEA and (2) an\ infRUmaWiRn acTXiUed diUecWl\ fURm Whe SXSil WhURXgh Whe XVe Rf 
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inVWUXcWiRnal VRfWZaUe RU aSSlicaWiRnV aVVigned WR Whe SXSil b\ a WeacheU RU RWheU LEA emSlR\ee. FRU Whe 
SXUSRVeV Rf WhiV AgUeemenW, PXSil RecRUdV Vhall be Whe Vame aV EdXcaWiRnal RecRUdV, SWXdenW PeUVRnal 
InfRUmaWiRn and CRYeUed InfRUmaWiRn, all Rf Zhich aUe deemed SWXdenW DaWa fRU Whe SXUSRVeV Rf WhiV 
AgUeemenW.  
 
Service Agreement : RefeUV WR Whe CRnWUacW RU PXUchaVe OUdeU WR Zhich WhiV DPA VXSSlemenWV and 
mRdifieV. 
 
School Official: FRU Whe SXUSRVeV Rf WhiV AgUeemenW and SXUVXanW WR 34 CFR 99.31 (B), a SchRRl 
Official iV a cRnWUacWRU WhaW: (1) PeUfRUmV an inVWiWXWiRnal VeUYice RU fXncWiRn fRU Zhich Whe agenc\ RU 
inVWiWXWiRn ZRXld RWheUZiVe XVe emSlR\eeV; (2) IV XndeU Whe diUecW cRnWURl Rf Whe agenc\ RU inVWiWXWiRn 
ZiWh UeVSecW WR Whe XVe and mainWenance Rf edXcaWiRn UecRUdV; and (3) IV VXbjecW WR 34 CFR 99.33(a) 
gRYeUning Whe XVe and Ue-diVclRVXUe Rf SeUVRnall\ idenWifiable infRUmaWiRn fURm VWXdenW UecRUdV.  
 
Student Data: SWXdenW DaWa inclXdeV an\ daWa, ZheWheU gaWheUed b\ PURYideU RU SURYided b\ LEA RU iWV 
XVeUV, VWXdenWV, RU VWXdenWV¶ SaUenWV/gXaUdianV, WhaW iV deVcUiSWiYe Rf Whe VWXdenW inclXding, bXW nRW limiWed 
WR, infRUmaWiRn in Whe VWXdenW¶V edXcaWiRnal UecRUd RU email, fiUVW and laVW name, hRme addUeVV, WeleShRne 
nXmbeU, email addUeVV, RU RWheU infRUmaWiRn allRZing Rnline cRnWacW, diVciSline UecRUdV, YideRV, WeVW 
UeVXlWV, VSecial edXcaWiRn daWa, jXYenile deSendenc\ UecRUdV, gUadeV, eYalXaWiRnV, cUiminal UecRUdV, 
medical UecRUdV, healWh UecRUdV, VRcial VecXUiW\ nXmbeUV, biRmeWUic infRUmaWiRn, diVabiliWieV, 
VRciRecRnRmic infRUmaWiRn, fRRd SXUchaVeV, SRliWical affiliaWiRnV, UeligiRXV infRUmaWiRn We[W meVVageV, 
dRcXmenWV, VWXdenW idenWifieV, VeaUch acWiYiW\, ShRWRV, YRice UecRUdingV RU geRlRcaWiRn infRUmaWiRn. 
SWXdenW DaWa Vhall cRnVWiWXWe PXSil RecRUdV fRU Whe SXUSRVeV Rf WhiV AgUeemenW, and fRU Whe SXUSRVeV Rf 
VeUmRnW and FedeUal laZV and UegXlaWiRnV. SWXdenW DaWa aV VSecified in E[hibiW B  iV cRnfiUmed WR be 
cRllecWed RU SURceVVed b\ Whe PURYideU SXUVXanW WR Whe SeUYiceV. SWXdenW DaWa Vhall nRW cRnVWiWXWe WhaW 
infRUmaWiRn WhaW haV been anRn\mi]ed RU de-idenWified, RU anRn\mRXV XVage daWa UegaUding a VWXdenW¶V 
XVe Rf PURYideU¶V VeUYiceV. 
 
SDPC (The Student Data Privac\ Consortium): RefeUV WR Whe naWiRnal cRllabRUaWiYe Rf VchRRlV, 
diVWUicWV, UegiRnal, WeUUiWRUieV and VWaWe agencieV, SRlic\ makeUV, WUade RUgani]aWiRnV and maUkeWSlace 
SURYideUV addUeVVing Ueal-ZRUld, adaSWable, and imSlemenWable VRlXWiRnV WR gURZing daWa SUiYac\ 
cRnceUnV. 
 
Student Personal Information: "SWXdenW PeUVRnal InfRUmaWiRn" meanV infRUmaWiRn cRllecWed WhURXgh a 
VchRRl VeUYice WhaW SeUVRnall\ idenWifieV an indiYidXal VWXdenW RU RWheU infRUmaWiRn cRllecWed and 
mainWained abRXW an indiYidXal VWXdenW WhaW iV linked WR infRUmaWiRn WhaW idenWifieV an indiYidXal VWXdenW. 
FRU SXUSRVeV Rf WhiV DPA, SWXdenW PeUVRnal InfRUmaWiRn iV UefeUUed WR aV SWXdenW DaWa. 
 
Subscribing LEA: An LEA WhaW ZaV nRW SaUW\ WR Whe RUiginal SeUYiceV AgUeemenW and ZhR acceSWV Whe 
PURYideU¶V GeneUal OffeU Rf PUiYac\ TeUmV. 
 
Sub-processor: FRU Whe SXUSRVeV Rf WhiV AgUeemenW, Whe WeUm ³SXb-SURceVVRU´ (VRmeWimeV UefeUUed WR aV 
Whe ³SXbcRnWUacWRU´) meanV a SaUW\ RWheU Whan LEA RU PURYideU, ZhR PURYideU XVeV fRU daWa cRllecWiRn, 
anal\WicV, VWRUage, RU RWheU VeUYice WR RSeUaWe and/RU imSURYe iWV VRfWZaUe, and ZhR haV acceVV WR PII.  
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Targeted Advertising : TaUgeWed adYeUWiVing meanV SUeVenWing an adYeUWiVemenW WR a VWXdenW ZheUe Whe 
VelecWiRn Rf Whe adYeUWiVemenW iV baVed Rn VWXdenW infRUmaWiRn, VWXdenW UecRUdV RU VWXdenW geneUaWed 
cRnWenW RU infeUUed RYeU Wime fURm Whe XVage Rf Whe PURYideU¶V ZebViWe, Rnline VeUYice RU mRbile 
aSSlicaWiRn b\ VXch VWXdenW RU Whe UeWenWiRn Rf VXch VWXdenW¶V Rnline acWiYiWieV RU UeTXeVWV RYeU Wime. 
 
Third Part\ : The WeUm ³ThiUd PaUW\´ meanV a SURYideU Rf digiWal edXcaWiRnal VRfWZaUe RU VeUYiceV, 
inclXding clRXd-baVed VeUYiceV, fRU Whe digiWal VWRUage, managemenW, and UeWUieYal Rf SXSil UecRUdV. 
HRZeYeU, fRU Whe SXUSRVe Rf WhiV AgUeemenW, Whe WeUm ³ThiUd PaUW\´ Zhen XVed WR indicaWe Whe SURYideU 
Rf digiWal edXcaWiRnal VRfWZaUe RU VeUYiceV iV UeSlaced b\ Whe WeUm ³PURYideU.´ 
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EXHIBIT ³D´ 
 

DIRECTIVE FOR DISPOSITION OF DATA 
 
[Name RU DiVWUicW RU LEA] diUecWV [Name Rf CRmSan\] WR diVSRVe Rf daWa RbWained b\ CRmSan\                
SXUVXanW WR Whe WeUmV Rf Whe SeUYice AgUeemenW beWZeen LEA and CRmSan\. The WeUmV Rf Whe                
DiVSRViWiRn aUe VeW fRUWh belRZ: 
 
  

E[tent of Disposition 
 
DiVSRViWiRn Vhall be: 
 

 
____ PaUWial. The caWegRUieV Rf daWa WR be diVSRVed Rf aUe aV 
fRllRZV: 
[INSERT CATEGORIES] 
 
____ CRmSleWe. DiVSRViWiRn e[WendV WR all caWegRUieV Rf daWa. 
 

  

Nature of Disposition 
 
DiVSRViWiRn Vhall be b\:  
 
 
 

 
____ DeVWUXcWiRn RU deleWiRn Rf daWa. 
 
____ TUanVfeU Rf daWa. The daWa Vhall be WUanVfeUUed aV VeW fRUWh 
in an aWWachmenW WR WhiV DiUecWiYe. FRllRZing cRnfiUmaWiRn fURm 
LEA WhaW daWa ZaV VXcceVVfXll\ WUanVfeUUed, PURYideU Vhall 
deVWUR\ RU deleWe all aSSlicable daWa.  

  
Timing of Disposition 
 
DaWa Vhall be diVSRVed Rf b\ Whe 
fRllRZing daWe: 
 
 
 
 

 
____ AV VRRn aV cRmmeUciall\ SUacWicable 
 
_____B\ (InVeUW DaWe) _____________ 
 
[InVeUW VSecial inVWUXcWiRnV.] 
 

 
____________________________________ _______ 
AXWhRUi]ed ReSUeVenWaWiYe Rf LEA DaWe 
 
____________________________________ _______ 
VeUificaWiRn Rf DiVSRViWiRn Rf DaWa DaWe 
b\ AXWhRUi]ed ReSUeVenWaWiYe Rf PURYideU  
FOaW IRU EdXcaWLRQ/ TXWWHR IQc. 
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AXWhRUi]ed ReSUeVenWaWiYe Rf CRmSan\ DaWe 
 

OPTIONAL EXHIBIT ³E´ 
GENERAL OFFER OF PRIVACY TERMS  

 

1. Offer of Terms 

PURYideU RffeUV Whe Vame SUiYac\ SURWecWiRnV fRXnd in WhiV DPA beWZeen iW and Whe LEA WR an\ RWheU 
VchRRl diVWUicW (³SXbVcUibing LEA´) ZhR acceSWV WhiV GeneUal OffeU WhRXgh iWV VignaWXUe belRZ.  The 
PURYideU agUeeV WhaW Whe infRUmaWiRn Rn Whe ne[W Sage Zill be UeSlaced WhURXghRXW Whe AgUeemenW ZiWh 
Whe infRUmaWiRn VSecific WR Whe SXbVcUibing LEA filled Rn Whe ne[W Sage fRU Whe SXbVcUibing LEA.  ThiV 
GeneUal OffeU Vhall e[Wend Rnl\ WR SUiYac\ SURWecWiRnV and PURYideU¶V VignaWXUe Vhall nRW neceVVaUil\ 
bind PURYideU WR RWheU WeUmV, VXch aV SUice, WeUm, RU VchedXle Rf VeUYiceV, RU WR an\ RWheU SURYiViRn nRW 
addUeVVed in WhiV DPA.  The PURYideU and Whe SXbVcUibing LEA ma\ alVR agUee WR change Whe daWa 
SURYide b\ LEA WR Whe PURYideU WR VXiW Whe XniTXe needV Rf Whe SXbVcUibing LEA. The PURYideU ma\ 
ZiWhdUaZ Whe GeneUal OffeU in Whe eYenW Rf: (1) a maWeUial change in Whe aSSlicable SUiYac\ VWaWXeV; (2) a 
maWeUial change in Whe VeUYiceV and SURdXcWV VXbjecW liVWed in Whe OUiginaWing SeUYice AgUeemenW; RU 
WhUee (3) \eaUV afWeU Whe daWe Rf PURYideU¶V VignaWXUe WR WhiV FRUm.  PURYideU Vhall nRWif\ Whe LEA in Whe 
eYenW Rf an\ ZiWhdUaZal VR WhaW WhiV infRUmaWiRn ma\ be WUanVmiWWed WR Whe SXbVcUibing LEAV.  

 
 

FOaW IRU EdXcaWLRQ/ TXWWHR IQc. 
 

BY: ______________________________ DaWe: _______________________ 

 

PUinWed Name: _______________________ TiWle/PRViWiRn:__________________ 

 

2. Subscribing LEA 

 

A SXbVcUibing LEA, b\ Vigning a VeSaUaWe SeUYice AgUeemenW ZiWh PURYideU, and b\ iWV VignaWXUe belRZ, 
acceSWV Whe GeneUal OffeU Rf PUiYac\ TeUmV.  The SXbVcUibing LEA¶V indiYidXal infRUmaWiRn iV 
cRnWained Rn Whe ne[W Sage.  The SXbVcUibing LEA and Whe PURYideU Vhall WheUefRUe be bRXnd b\ Whe 
Vame WeUmV Rf WhiV DPA. 

 

BY: ____________________________ DaWe:__________________________ 

 

PUinWed Name:_________________________ TiWle/PRViWiRn: ________________________ 
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Pierre Rannou
CEO
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EXHIBIT ³F´ DATA SECURITY REQUIREMENTS 
 

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE] 
 
 
 
 
00618-00001/4286742.1  
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